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$ whoami
● Application Security Consultant & 

Architect
● In Financial Services, City of London
● Software Development Background
● In Application Security space since 

2006
● OWASP London Chapter Leader  since 

2015
● OWASP London Chapter volunteer 

since 2008
● Follow me on Twitter @securestep9 =>
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The OWASP® is a nonprofit foundation that works 
to improve the security of software through its 
community-led open source software projects, 
hundreds of chapters worldwide, tens of 
thousands of community members, and by 
hosting local and global conferences.

Open Web Application Security Project

Open Source Tools, 
Guidelines, Standards, 
Frameworks, Books

Community - 
Chapters Worldwide

Global Application 
Security Conferences:
USA, Europe, Asia 
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OWASP® Foundation World Wide 

Countries
68

Groups
245

Community
101,000+
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● Belfast

● Birmingham

● Bristol

● Cambridge

● Dorset

● Leeds

● London

● Manchester

● Newcastle

● Peterborough

● Reading

● Suffolk

● Warwick

OWASP in the UK
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https://www.meetup.com/owasp-london/
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    Meetups
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    Capture The Flag (CTF) Tournaments
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● Awareness document for developers and web application 
security practitioners

● A broad consensus about the most critical security risks to web 
applications

● The 1st step towards changing the application development 
culture within your organization into one that produces more 
secure code

● A Whitepaper Not a “Standard”! (However OWASP ASVS is)

    OWASP® Top 10
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OWASP Project Inventory: 250+ 
Projects

https://owasp.org/projects
Open Source & FREE
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OWASP ‘s Dinis Cruz and “SecDevOps” 
This book will give you a solution for the following common 
problems inside AppSec and Development teams:
● "How do I get my manager to take security issues in my app 

seriously"
● "How do I get time to spend on non-functional requirements 

and refactoring"
● "We are product-driven development team and don't have 

time for anything that is not customer-driven"
● "We know our current development, testing and deployment 

environment is highly inefficient, but how can we prove that to 
management"

● "We constantly do hacks and compromises before deadlines, 
but we can't measure its real impact, and how they always 
tend to be a false economy"

https://github.com/DinisCruz/Book_SecDevOps_Risk_Workflow/
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DevSecOps is…

Integration of Security Practices & 
Culture into DevOps Processes as a 
Shared Responsibility?

An approach which embeds 
security practices and tools into 
each phase of the DevOps pipeline?

People -> Process -> Technology 
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Sprinkle or Bake In?

Instead of “sprinkling” 
Security on top of 
your DevOps 
Processes - bake it in!
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DevSecOps - The Three Layers
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Average Cost Of Fixing One Vulnerability

Source: Ponemon Institute
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OWASP TOOLS ARE FREE & OPENSOURCE

● Security Automation Tools you can integrate in the CI/CD pipelines

● Tools, Standards & Guidelines to help you to be Secure By Design

● Education and Training Tools & Resources

From security requirements 
gathering, threat modeling, 
vulnerability scanning, vulnerability 
management, security testing, code 
review to best practices, maturity 
assessments and developer 
training 
- all with a budget of $0
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➢ A01:2021-Broken Access Control
➢ A02:2021-Cryptographic Failures
➢ A03:2021-Injection
➢ A04:2021-Insecure Design
➢ A05:2021-Security Misconfiguration
➢ A06:2021-Vulnerable and Outdated 

Components
➢ A07:2021-Identification and Authentication 

Failures
➢ A08:2021-Software and Data Integrity Failures
➢ A09:2021-Security Logging and Monitoring 

Failures
➢ A10:2021-Server-Side Request Forgery

2021
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Insecure Design vs Implementation

● Design flaws and implementation defects have 
different root causes and remediation

● A secure design can still have implementation 
defects leading to vulnerabilities that may be 
exploited

● An insecure design cannot be fixed by a perfect 
implementation as by definition, needed security 
controls were never created to defend against 
specific attacks in the first place
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 Software Assurance Maturity Model
SAMM helps organisations 
analyse their current 
software security practices, 
build a security program in 
defined iterations, show 
progressive improvements 
in secure practices, and 
define and measure 
security-related activities.
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OWASP DevSecOps Maturity Model
,

Level 1: Basic understanding of security 
practices

Level 2: Adoption of basic 
security practices

Level 3: High adoption of 
security practices

Level 4: Advanced deployment of 
security practices at scale
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OWASP Security RAT
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OWASP User Security Stories
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OWASP Abuse Case Cheatsheet

As an attacker, I will perform an injection attack (SQL, LDAP, XPath, or NoSQL queries, OS commands, XML 
parsers, SMTP headers, expression languages, and ORM queries) against input fields of the User or API 
interfaces

As an attacker, I have access to hundreds of millions of valid username and password combinations to 
perform credential stuffing.

As an attacker, I have default administrative account lists, automated brute force, and dictionary attack 
tools I use against login areas of the application and support systems.

As an attacker, I manipulate session tokens using expired and fake tokens to gain access.

As an attacker, I steal keys that were exposed in the application to get unauthorized access to the 
application or system.

As an attacker, I leverage metadata manipulation, such as replaying or tampering with a JSON Web Token 
(JWT) access control token or a cookie or hidden field manipulated to elevate privileges or abusing JWT 
invalidation.

aka “Attacker Stories”
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OWASP Threat Dragon

OWASP Threat Dragon is a free, open-source, cross-platform threat modeling tool including 
system diagramming and a rule engine to auto-generate threats/mitigations.
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OWASP Threat Modeling Playbook
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OWASP Cheatsheets

94 CheatSheets Published as of Dec 2024
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OWASP Secure Design Cheatsheet
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OWASP ASVS

The ASVS is a 
community-driven 
effort to establish a 
framework of security 
requirements and 
controls that focus on 
defining the functional 
and non-functional 
security controls 
required when 
designing, developing 
and testing modern 
web applications and 
web services.
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OWASP MobileASVS (MASVS)
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OWASP CSVS
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OWASP Proactive Controls
,
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OWASP Code Review Guide



owasp.org @securestep9

OWASP Developer Guide
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OWASP CycloneDX
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OWASP Dependency Check
OWASP dependency-check is an 
open source  Software Composition 
Analysis (SCA) tool that identifies 
project dependencies and checks if 
there are any known, publicly 
disclosed vulnerabilities. 

It does this by determining if there is 
a Common Platform Enumeration 
(CPE) identifier for a given 
dependency. If found, it will 
generate a report linking to the 
associated CVE (vulnerability) 
entries.
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https://github.com/owasp-dep-scan/

Features

● Scan local repos, Linux container 
images, Kubernetes manifest - identify 
known CVEs with prioritization

● Perform advanced reachability 
analysis for multiple languages 

● Fast local scans
● Generate Software Bill-of-Materials 

(SBOM) with Vulnerability Disclosure 
Report (VDR) and Common Security 
Advisory Framework (CSAF) 2.0 VEX 
document 
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OWASP DependencyTrack 
Vulnerability Detection
Identify known vulnerabilities in third-party and open 
source components from multiple sources of 
vulnerability intelligence

Software Bill of Materials (SBOM)
Consume, analyze, and produce CycloneDX Software 
Bill of Materials (SBOM), an open source industry 
standard.

Full-Stack Inventory
Track usage of libraries, frameworks, applications, 
containers, operating systems, firmware, hardware, and 
services

Policy Evaluation
Measure and enforce security, operational, and license 
policy compliance for individual projects or the entire 
portfolio
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OWASP CRS (WAF)

The OWASP® ModSecurity Core Rule Set (CRS) is a set of 
generic attack detection rules for use with ModSecurity or 
compatible web application firewalls. The CRS aims to protect 
web applications from a wide range of attacks, including the 
OWASP Top Ten, with a minimum of false alerts.
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OWASP API Security Top 10
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OWASP LLM Security Top 10
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GenAI.OWASP.org 
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Latest AI Guides 
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AI Exchange - OWASPAI.org 
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OWASP DefectDojo
Defect Dojo is a security orchestration and vulnerability 
management platform.  Aka the “Single Pane of Glass”.

DefectDojo allows you to manage your application 
security program, maintain product and application 
information, triage vulnerabilities across all security tools 
and push findings to systems like JIRA and Slack
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Security Culture & Security Champions
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OWASP Wrong Secrets Project



owasp.org @securestep9

OWASP Security Shepherd
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OWASP WebGoat
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OWASP JuiceShop
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OWASP Cornucopia
OWASP Cornucopia is a card game used to help 
development teams to identify application security 
requirements during the software development life 
cycle and develop security-based user stories.
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OWASP AMASS

OWASP Amass Project performs network 
mapping of attack surfaces and external 
asset discovery using open source 
information gathering and active 
reconnaissance techniques.

OWASP Amass features:
● DNS Enumeration
● External Asset Discovery & Tracking
● Attack Surface Mapping / Visualisation 
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OWASP Nettacker
OWASP Nettacker project allows to automate 
penetration testing tasks such as

● Information Gathering
● Enumeration
● Port Scanning
● Vulnerability Scanning
● Credential Brute Forcing

And more!

Nettacker has a built-in database and a 
webserver with a search engine allowing to 
scan your external and internal assets and 
create an online inventory of assets and 
vulnerabilities.
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REPORT IN A SPREADSHEET- A MANAGER'S DREAM!

OWASP Nettacker is capable of 
scanning your entire network for open 
ports, web servers & vulnerabilities 
producing a CSV file you can simply 
open with a spreadsheet software
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(Almost Free) Training Courses

OWASP Members 
get several 
professional 
DevSecOps training 
courses for FREE.

It costs $50/year to 
become a paid 
OWASP Member 
($20 students). 
However there is a 
way to become a 
complimentary 
member….
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Secure Flag Training
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Checkmarx Codebashing
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Codebashing Training Courses
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If you are an OWASP 
Chapter Leader or 
Project Leader you 
can request 
complimentary 
membership!
(must claim annually)

Become an OWASP 
Project Leader!
(details later)

Complimentary Membership
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Open Source  Project Appeal
Please “donate” your Security-related Open Source Software (OSS) projects to OWASP!

=>OWASP Gives Your OSS Projects:

A Home Move your Source Code repo to GitHub.com/OWASP organisation repository

Visibility OWASP Projects webpage gets over 6 million visitors a year.

Credibility OWASP is well known in the AppSec/DevSecOps community and the industry

Resources Funding and Project Summits are available for qualifying Programs & Grants

Community Our Conferences and Local Chapters connect OWASP Projects with many users & collaborators

Longevity The OWASP Community can continue to collaborate and develop your project even if you no longer have 
time/ability to maintain the project yourself

Neutrality OWASP removes the “stigma” associated with Vendor-owned OSS. Many OSS projects were abandoned or 
lost after Mergers & Acquisitions or company re-org
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Start a New OWASP Project
Have an idea? Start a OWASP Project!
Go to owasp.org/projects -> click Start a New Project  link on the right ->

This creates a New Project Request JIRA ticket:

https://owasp.org/projects/#:~:text=Project%20Handbook-,Start%20a%20New%20Project,-Project%20Graduation%20Application
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Contribute!
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Thank You  

 @securestep9
sam.stepanyan @ owasp.org 
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